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Geospatial and open source analysts face decisions in their
work that can directly or indirectly cause harm to individuals,
organizations, institutions, and society. Though analysts may
try to do the right thing, such ethically informed decisions
can be complex. This is particularly true for analysts working
on issues related to nuclear nonproliferation or international
security, whose decisions on whether to publish certain find-
ings could have far-reaching consequences. These experts may
not have access to ethical guidance and resources that can
improve decision making, enhance the professionalism of their
craft, deter unethical behavior, or provide support systems for
difficult decisions.!

This community of analysts has risen quickly to become a trusted
source for journalists and valuable contributors to the public
policy conversation on nonproliferation. While the capabilities
of organizations and individual analysts continue to improve,
the environment in which these analysts operate is becoming
more contested. Large shifts in the media ecosystem have dis-
placed traditional gatekeepers in journalism, lowered barriers to
entry for analysts, and changed where and how people get their
news. This disruption has hit traditional newsrooms hardest.?
Misinformation, disinformation, and other assaults on objective
reporting are thriving. Trust is becoming a scarce and volatile
commodity. Sound ethical practices, in addition to being the

right thing to do, could help analysts reinforce their profession-
alism and credibility.

In July 2019, the Stanley Center for Peace and Security and the
Open Nuclear Network (ONN) program of One Earth Future
Foundation convened a workshop with nonproliferation experts,
open source intelligence analysts, journalists, and stakeholders
from satellite imagery firms. The workshop asked participants
to explore ethical challenges with their work, identify needed
resources, and consider options for enhancing the ethical prac-
tices of geospatial and open source analysis communities.

This paper brings forward observations from that workshop.
It describes ethical challenges that stakeholders from relevant
communities face. It concludes with a list of needs participants
identified, along with possible strategies for promoting sustaining
behaviors that could enhance the ethical conduct of the com-
munity of nonproliferation analysts working with geospatial and
open source data. This paper aims to start a conversation, get
more stakeholders involved, and expedite the work of individuals
and organizations collaborating on enhanced ethical practices
in the field.

Photo above: Exhaust plume from a North Korean short-range ballistic
missile test. Photo: May 4, 2019, Planet Labs Inc., CC-BY-NC-SA.
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Weighing Social Good and Possible Harm

Analysts working with geospatial and open source data have capa-
bilities that not long ago were exclusive to states.> A community
of open source analysts can craft intelligence products, break
news, add evidence to reporting, give insight where governments
cannot, and provide accurate information to publics on issues crit-
ical to peace and security. This gives individuals in this community
considerable power and relative autonomy to exert influence on
public policy. Fortunately, the effects of this community’s work
have been strongly positive. The community provides quality and
timely information to journalists, decision makers, and publics.
The result is a more dynamic, more participatory, and better-in-
formed public policy conversation.

Analysts can also abuse their influence—unintentionally, out of
inexperience, or with nefarious intent—in ways that risk ethical
harm. Analysts may publish sloppy analysis, misinformation, or
disinformation. Analysts can cause harm by infringing on indi-
viduals’ reasonable expectations of privacy. They can also publish
information that intensifies problems for international security.
In a prescient 1987 report, the US Congress Office of Technology
Assessment identified ways that organizations using commercial
satellite imagery could complicate national security and foreign
policy by:

- Disseminating information on active military operations.

- Revealing information considered sensitive by foreign gov-
ernments, prompting retaliation from that government.

- Revealing facts about an unfolding crisis, thereby making
such a crisis more difficult for decision makers.

- Providing intelligence to third parties.
-  Misinterpreting data in such a way as to precipitate a crisis.*

Of course, ethics in practice are rarely black and white. A single
action can provide a social good and risk ethical harm. Balancing
the possible ethical consequences of their work is a dilemma for
analysts working with geospatial data and open source intelli-
gence (OSINT). Participants at the workshop shared stories of
their own dilemmas on whether to publish certain analyses.
One analyst had to weigh obligations to help people in harm’s
way against the risks of adding to panic (see “Ethical Dilemma:
Fukushima” below). Others had to weigh the analytical value of
an analysis against the possibility that its publication could help
a proliferator troubleshoot its nuclear program. Analysts also
shared dilemmas about analyses that, if published, could have
revealed sensitive information about troop location or movements.

Ethical dilemmas like these are a part of the day-to-day work of
geospatial and OSINT analysts. While participants in the workshop
suggested that awareness of ethical dilemmas is growing, the com-
munity of analysts working on nonproliferation has not yet had a
focused conversation on why ethics are important or possible goals
for enhancing ethical practices. Few guidelines and resources are
available to them that could move those conversations forward.

Accountability and Its Challenges

One essential aim in journalism ethics is accountability.® Given
the power of the press, it is important for journalists to take
responsibility for their individual work. This principle is part of
the foundation of ethical journalism.®

Commercial satellite image shows smoke rising from an explosion at the
Imam Khomeini Space Center in Iran. August 29, 2019. Photo: © Planet
Labs Inc. CC-BY-NC-SA.

Higher quality image, possibly from classified US sources, of the accident at the Imam
Khomeini Space Center site that President Donald Trump tweeted on August 30,
2019. Photo: President Donald Trump/ Twitter.
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Geospatial analysts ought to share that aim. Given the risks of
harm with geospatial analyses, stakeholders in the public have the
right to hold analysts to account for their work. Accountability
means “that one can be constrained to reveal what one has done
and why one has done it; thus, the action and the reasons for it
are open to a critique by strangers who have few inhibitions about
demanding justification and reasonable grounds.””

The challenge is that analysts must be able to discuss their
work and explain how they approached an ethical decision. That
requires analysts to anticipate and be responsive to possible ethi-
cal dilemmas. Without training, practice, and support with ethical
decision making, it can be difficult for individuals to meet that
standard. The majority of participants in the workshop reported
that they regularly consider the ethical implications of their work
and demonstrate sound ethical decision making. Yet participants
also noted that they and their organizations generally lack ethics
training. Most participants learned ethics through independent
study, and many were not aware of any resources available to them
on ethical decision making.

This lack of resources affects the geospatial and OSINT commu-
nity as a whole. When faced with unfamiliar or complex issues,
analysts seem to be navigating ethical dilemmas without much
guidance, experience, or peer support. Some individuals might
rise to the challenge, find the resources they need, and demon-
strate accountability to their ethical practices. Others might not
be able to, even if that means falling short of their own expecta-
tions with ethics.

Tools for Ethical Decision Making

The field of applied ethics offers a few basic tools that can help
professionals and organizations develop their ethical practices.
The workshop provided participants with brief overviews of
several tools: decision-making frameworks, codes of conduct,
and discourse.

Decision-Making Frameworks
Making good ethical decisions takes practice.

Ethical decision-making frameworks can build structure into prac-
tice and, over time, help make ethics second nature for professionals.
Frameworks provide a method for interrogating ethical dilemmas,
deciding upon courses of action, and explaining those decisions
to others.® The Markkula Framework for Ethical Decision Making
offers one such resource.® The framework, shown in the box on the
next page, asks individuals to consider five approaches to ethical
standards.” It then guides individuals through a 10-step process.

This framework can be used during actual decisions or practiced
through discussion of case studies. Participants in the workshop
familiarized themselves with the framework by applying it to real
ethical dilemmas shared by colleagues, including the Fukushima
example at the right.

Ethical Dilemma:
Fukushima

Forty-eight hours after the tsunami that crippled the
Fukushima Daiichi nuclear plant on March 11, 2011, an ana-
lystinthe open source community acquired a satellite image
of the reactors. It was immediately clear to her that the
damage to the reactors and potential for radiation exposure
to local residents were far more severe than the Japanese
government’s 25-km evacuation zone would imply.

This analyst felt compelled to do something that could give
populations affected by the disaster a better chance to pro-
tect themselves from radiation exposure. The analyst also
believed she might be the only one with the image.

Should she have published the image or not, and why?

Publishing could help get information to residents and pro-
voke the government to better protect those at greatest
risk to radiation exposure. Yet publishing might also risk
amplifying chaos and hindering first responders. Not pub-
lishing could preserve room for the government and first
responders to act, though doing nothing would make her
feel as if she was failing to meet an ethical obligation to help
those in need.

This analyst had few resources to guide her ethical decision
making and only four hours to decide. She opted to not pub-
lish the information but instead disseminate it to contacts in
several governments and nongovernmental organizations.

Commercial satellite image showing damage to the Fukushima Diichi
Power Plant. Japan, March 16, 2011. Photo: © 2011 Digital Globe, Inc.
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Markkula Framework for
Ethical Decision Making

Recognize an Ethical Issue

1.  Could this decision or situation be damaging to someone or to
some group? Does this decision involve a choice between a good
and bad alternative, or perhaps between two “goods” or between
two “bads”?

Is this issue about more than what is legal or what is most effi-
cient? If so, how?

Get the Facts

What are the relevant facts of the case? What facts are not known?
CanIlearn more about the situation? Do I know enough to make
a decision?

4. What individuals and groups have an important stake in the out-
come? Are some concerns more important? Why?

5.  What are the options for acting? Have all the relevant persons
and groups been consulted? Have I identified creative options?

Evaluate Alternative Actions
6. Evaluate the options by asking the following questions:

Which option will produce the most good and do the least
harm? (The Utilitarian Approach)

Which option best respects the rights of all who have a stake?
(The Rights Approach)

Which option treats people equally or proportionately? (The
Justice Approach)

Which option best serves the community as a whole, not just
some members? (The Common Good Approach)

Which option leads me to act as the sort of person I want to
be? (The Virtue Approach)

Make a Decision and Test It

Considering all these approaches, which option best addresses
the situation?

If T told someone I respect—or told a television audience—which
option I have chosen, what would they say?

Act and Reflect on the Outcome

9. How can my decision be implemented with the greatest care and
attention to the concerns of all stakeholders?

How did my decision turn out and what have I learned from this
specific situation?
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Codes of Conduct

Many professions—including medicine, journalism,
and science—have adopted ethical codes of conduct.
They are also pervasive in business communities as
part of efforts toward corporate social responsibil-
ity. It might be worth considering a code of conduct
for professionals using geospatial data and OSINT
for nonproliferation analysis.

Codes of conduct can serve a number of functions.
Codes can:

- Give moral guidance to professionals.

- Help the public hold professionals accountable
to their pronounced values.

- Strengthen group identity and common purpose
behind ethical practices.

- Enhance public trust in a profession.

- Gatekeep the profession by creating a barrier to
entry.

- Deter unethical behavior.

- Serve as a support system that can be leaned on
when resisting improper demands.

- Serve as a basis for adjudicating disputes among
professionals.”

Participants in the workshop frequently raised the
possibility of creating, adapting, or adopting a code
of conduct that could serve those functions for their
community of analysts. Codes exist from communi-
ties facing similar challenges, including those from
the Society of Professional Journalists and for geo-
graphic information system (GIS) professionals (see
appendix).

Any code of conduct addressing the ethics of geospa-
tial and OSINT analysis would need to be sensitive
to the diversity of stakeholders. Workshop partici-
pants noted that development of a code would need
to incorporate input from stakeholders with differ-
ent perspectives and experiences. A code should be
international in scope, not dominated by stakeholders
from any one country, and consider the national cul-
tures of its stakeholders. While a code can be used to
distinguish trained analysts from others, its devel-
opment and application should be more open than
exclusionary. It should not become a purely top-down
or elitist exercise.

A code of conduct cannot be an end in itself. Workshop
participants voiced concerns that some codes serve



as little more than branding exercises. Despite the popularity of
codes, there is little evidence that they improve ethical practices.”
Codes need to be integrated into broader efforts in the profes-
sional community supporting them, including providing ethics
education to individuals, continuing dialogue among profession-
als on the application of the code, incentivizing adherence to a
code, and enforcing the code with those who transgress it. ONN
is committing to put a code of conduct in place for its employees
that will be tied to their employment.

Discourse and Moral Reasoning

Ethics are also a social process. Stakeholders develop norms and
coordinate ethical practices in part by talking, arguing in the
open, and arriving at mutual understandings of the way things
ought to be—senses of shared virtues, principles, and ideas of
what is good and just. Such dialogic approaches to ethics at their
best can produce more durable outcomes and promote solidarity
within a community of practice. For these approaches to work,
however, participants need to be able to think through moral
dilemmas, justify the ethics of their actions, and clearly and per-
suasively argue their case in a reasoned, public discourse.

At this early stage, stakeholders in the community of analysts
using geospatial and OSINT data may not yet have had initial dis-
cussions with each other to develop those shared understandings.
They also may not have practice participating in those discussions.
Even journalists, in a profession known for high moral reason-
ing skills, might need to find new places to exercise the skills
that newsrooms once imparted.” And it is unclear where stake-
holders might find forums in which to constructively engage this
conversation.

This points to a gap in ethical training and resources for this
community. To discuss shared approaches and navigate ethical
dilemmas, individuals need to develop capacities for ethical rea-
soning, moral reflection, and explanation. But most stakeholders
in this community have not had been trained to do so and might
lack the resources and incentives to train themselves.

Frameworks and codes can help bridge that gap. They give struc-
ture to ethical decision making, give professionals standards to
which they can point, and provide reference points for how to
justify ethical practices. But for them to work effectively, there
may need to be a broader effort at ethics education with stake-
holders in the community.

Paths Forward for the
Nonproliferation Community

Participants in the workshop were overwhelmingly interested in
coordinating with peers and colleagues to enhance the ethical
practices of the community of analysts using geospatial data and
OSINT. The demand is there. But the challenge is defining what
specific resources are most needed and how to establish sustain-
able behaviors among community stakeholders.

Commercial satellite image and open source analysis of the Sinpo
Submarine Training Center in North Korea. Photo: July 19, 2019. Planet
Labs Inc. CC-BY-NC-SA. via NKnews.

The workshop asked participants to explore what the commu-
nity needs and strategies for how to fill those needs. Below is a
summary of observations from that exercise and the ideas that
participants generated.

Education

To a survey question asking participants how they would rate the
resources available to them for supporting ethical decision making
with geospatial data, the overwhelming response was, “I am not
aware of any such resources.”

This points to a system-wide problem. Awareness of ethical dilem-
mas and ethical reasoning skills are essential for sustained ethical
practices. Yet professionals in the field haven’t had training to
develop those skills, educators do not have easy access to mate-
rials to provide training, students entering the field might not
have this as part of coursework, and the cycle continues as those
students become professionals.

Participants identified several approaches that could make it
easier for professionals, educators, and students to improve ethics
education for the field overall:

-  Start a body of literature. While many professional fields
have had rich discussions on applied ethics, there has
not yet been a discussion in the literature on the ethics
of using geospatial and OSINT data in international secu-
rity contexts. As a starting point, authors could consider
characterizing the ethical challenges and risks associated
with such analyses and create case studies—both positive
and negative—on real ethical dilemmas. In developing this
literature, community stakeholders should consider how to
coordinate their research.
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trust in their work, and deterring unethical behavior. Participants
in the workshop saw a significant value in developing such a code
and offered ideas for potential approaches with a code of ethics.

A code of ethics can take many forms but needs to serve as a
statement of principles with guidelines or a checklist that adher-
ents can follow. Existing codes of conduct from journalism or GIS
professionals (see appendix) are useful examples that could be
borrowed from when developing such a code.

The process of developing a code of ethics and sustaining a con-
versation around it can be more important than the code itself.
That process is an opportunity to have a community-wide dis-
cussion that raises awareness, promotes dialogue, and elevates
the community’s shared values. Workshop participants offered
several suggestions that might help design that process:

- A code could be drafted by a diverse group of community
members who have been trained on ethics, including some

Commercial satellite image of four Chinese Jin-class (Type 094) SSBN at
Longpo Naval Base on Hainan Island. Photo: June 2, 2017, Planet Labs Inc.
CC-BY-NC-SA.

journalists.

-  Develop curricula. Model curricula could help scale up
ethics education for the field. Though there is coursework
within the academic community on exploiting open source
data, there is no formalized curricula on analyzing satellite
imagery for security-related events and activity. Building up
curricula, syllabi, and coursework could catalyze broader,
open discourse and advancements in the field while estab-
lishing an inherent platform for ethics education. Educators
could develop ethics-specific coursework or modules, as sim-
ilar projects have done in courses on broader geographic
information systems (GIS).* This effort could also create a
library of resources for the community, including an “Applied
Ethics 101" section and resources in multiple languages.

- Provide Training. Many stakeholders in this field have not
had professional training on ethics. This includes analysts
themselves, as well as the organizations that employ them
and journalists who often cite them. There is a need to
improve ethics awareness and reasoning skills among those
stakeholders. Options for such ethics trainings could include
professional development opportunities, professional cer-
tifications, workshops, dilemma-based table-top exercises,
and webinars. Other trainings could help journalists and
aspiring analysts share understandings about geospatial and
OSINT methods, their limits, and responsible uses of such
analyses. Trained individuals could even serve as mentors
or “ethics champions” to help promote ethical practices in
the community.

Code of Ethics

A code of ethics for practitioners and students using geospatial and
OSINT data could serve important functions for the community,
including giving moral guidance to practitioners, enhancing public
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- Suchacode could be integrated back into training programs
and curricula.

- Individuals and organizations who sign up to the code and/
or get training on the code could promote that fact in their
professional biographies or include an ethics seal of approval
on their publications.

- Those who draft the code could form an ethics committee,
with bylaws and regular meetings, available to promote and
refine the code.

- An organization could be established to maintain such a
code and facilitate a membership network that adheres to
the code. Board members and executives could be voted on
by the members. Membership could be multilevel, free to
individuals but supported by dues-paying organizations.

- The organization can also be tasked with enforcing the code or
rescinding membership for those who do not uphold the code.

For a systematic approach, several participants at the workshop
sketched out a support program for trained analysts. In this
example, funders could support an ethics training program and
signal preference to grant applicants with trained analysts. This
would encourage analysts to apply to the training program, for
their employers to seek trained analysts, and for those involved
to support others getting training.

Peer Support

An immediate place to start enhancing ethical practices within
the community is among peers. Workshop participants shared
stories of real life ethical dilemmas from their analytical work
in which they often navigated ethical challenges independently
and with no immediate support network to help. Participants also
described a need to continually improve the quality of analyses



and a culture of accountability where analysts acknowledge and
fix errors and call out bad practice.

A peer review process could help with ethical practices and pro-
mote a culture of accountability. Participants in the workshop
suggested creation of a peer review network that can circulate,
review, and weigh whether to support the analytical products of
participants in the network. Such a network could include ethical
reviews or red team analyses of a publication. The network could
operate with regional working groups and create an infrastruc-
ture of Slack workspaces, WhatsApp groups, listservs, or hotlines.
While participants discussed how peer reviews could improve the
quality of analyses, they also noted difficulties with implemen-
tation, including the effort required to build trust within such a
network and the tensions between the time required for reviews
and the pressure to publish timely information.

There is also a need to create more engagement between experts
and journalists. Given the importance of those relationships in
the community, a constructive dialogue on analytical and eth-
ical practices between analysts and journalists might help the
work of both. To make those connections easier, a list of trained
experts and skilled journalists—including editors and points
of contact at journalism societies—could be circulated within
stakeholder communities.

Part of promoting accountability with analysts is having a means
to dispassionately call out bad ethical or analytical practices.
Participants suggested that a peer network could create an
ombudsman within the community. As a neutral arbiter, such an
ombudsman could investigate claims of analytical or ethical mal-
practice, resolve disputes, and identify systematic shortcomings
within the community. Another approach to promoting account-
ability participants suggested is to have dedicated fact checkers
or response teams that can rebut or refute shoddy analysis, mis-
information, or disinformation.

Stakeholder Support

The participants recognized that a failure or lapse in judgement
by one analyst in this community would affect the perception of
the craft as a whole. However, the conversation on ethical prac-
tices with geospatial data and OSINT needs to expand beyond
the analysts themselves. Participants in the workshop noted that
other stakeholders—governments, commercial providers, funders,
organizations, management teams, etc.—should contribute to
the discussion on ethics in the community and reinforce sus-
taining behaviors. In fact, there may be some perverse incentives
in the community to publish analyses quickly rather than after
thorough review and quality control. Initial steps for gaining the
involvement of such stakeholders could include having a focused
discussion on ethics at major international conferences. Analysts
in this community could also seek advice from and coordinate
with organizations in adjacent fields with similar goals, like the
Poynter Institute or the US Geospatial Intelligence Foundation.

Commercial satellite image of the Stena Impero—a British oil tanker seized
by Iran on July 19, 2019—in the Port of Bandar Abbas. Photo: July 20, 2019.
Planet Labs Inc. CC-BY-NC-SA.

Conclusion

Analysts working with geospatial and OSINT for nonproliferation
should work to enhance their ethical practices out of moral obli-
gation. It’s the right thing to do. But there are broader benefits. By
coordinating with each other to enhance the community’s ethical
practices overall, analysts could go further and enhance the pro-
fessionalism of their craft, improve the sustainability and stature
of their community, and demonstrate their trustworthiness.

The workshop has already had the impact of ONN deciding to
design its new organization around ethical open source analysis.
New analysts will be trained in best practices, and continuing ana-
lysts will have opportunities to refresh their practice. In addition,
ONN will tie employment with adherence to a code of conduct on
ethical research practices.

The conversation on how to coordinate on ethical practices is
beginning, in part thanks to individual participants in the work-
shop. Hopefully, these observations from the workshop will help
more stakeholders in this community explore ethical challenges
with their work, identify needed resources, and consider options
for how to enhance the ethical practices of geospatial and open
source analysis communities.

This Readout and Recommendations summarizes the primary find-
ings of the workshop as interpreted by the organizers. It should not
be assumed that every participant subscribes to all of its recommen-
dations, observations, and conclusions.
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Appendix: Example Codes of Ethics

Society of Professional Journalists
Code of Ethics!®

Preamble

Members of the Society of Professional Journalists believe that
public enlightenment is the forerunner of justice and the founda-
tion of democracy. Ethical journalism strives to ensure the free
exchange of information that is accurate, fair and thorough. An
ethical journalist acts with integrity.

The Society declares these four principles as the foundation of
ethical journalism and encourages their use in its practice by all
people in all media.

Seek Truth and Report It

Ethical journalism should be accurate and fair. Journalists should
be honest and courageous in gathering, reporting and interpreting
information.

Journalists should:

- Take responsibility for the accuracy of their work. Verify
information before releasing it. Use original sources when-
ever possible.

- Remember that neither speed nor format excuses inaccuracy.

- Provide context. Take special care not to misrepresent or
oversimplify in promoting, previewing or summarizing a story.

- Gather, update and correct information throughout the life
of a news story.

- Be cautious when making promises, but keep the promises
they make.

- Identify sources clearly. The public is entitled to as much
information as possible to judge the reliability and motiva-
tions of sources.

- Consider sources’ motives before promising anonymity.
Reserve anonymity for sources who may face danger, retri-
bution or other harm, and have information that cannot be
obtained elsewhere. Explain why anonymity was granted.

- Diligently seek subjects of news coverage to allow them to
respond to criticism or allegations of wrongdoing.

- Avoid undercover or other surreptitious methods of gathering
information unless traditional, open methods will not yield
information vital to the public.

- Bevigilant and courageous about holding those with power
accountable. Give voice to the voiceless.
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Support the open and civil exchange of views, even views
they find repugnant.

- Recognize a special obligation to serve as watchdogs over
public affairs and government. Seek to ensure that the
public’s business is conducted in the open, and that public
records are open to all.

- Provide access to source material when it is relevant and
appropriate.

- Boldly tell the story of the diversity and magnitude of the
human experience. Seek sources whose voices we seldom hear.

- Avoid stereotyping. Journalists should examine the ways their
values and experiences may shape their reporting.

- Label advocacy and commentary.

- Never deliberately distort facts or context, including visual
information. Clearly label illustrations and re-enactments.

- Never plagiarize. Always attribute.

Minimize Harm
Ethical journalism treats sources, subjects, colleagues and mem-
bers of the public as human beings deserving of respect.

Journalists should:

- Balance the public’s need for information against potential
harm or discomfort. Pursuit of the news is not a license for
arrogance or undue intrusiveness.

- Show compassion for those who may be affected by news
coverage. Use heightened sensitivity when dealing with juve-
niles, victims of sex crimes, and sources or subjects who are
inexperienced or unable to give consent. Consider cultural
differences in approach and treatment.

- Recognize that legal access to information differs from an
ethical justification to publish or broadcast.

- Realize that private people have a greater right to control
information about themselves than public figures and others
who seek power, influence or attention. Weigh the conse-
quences of publishing or broadcasting personal information.

- Avoid pandering to lurid curiosity, even if others do.

- Balance a suspect’s right to a fair trial with the public’s right
to know. Consider the implications of identifying criminal
suspects before they face legal charges.

- Consider the long-term implications of the extended reach
and permanence of publication. Provide updated and more
complete information as appropriate.



Act Independently
The highest and primary obligation of ethical journalism is to
serve the public.

Journalists should:

- Avoid conflicts of interest, real or perceived. Disclose
unavoidable conflicts.

- Refuse gifts, favors, fees, free travel and special treat-
ment, and avoid political and other outside activities that
may compromise integrity or impartiality, or may damage
credibility.

- Bewary of sources offering information for favors or money;
do not pay for access to news. Identify content provided by
outside sources, whether paid or not.

- Deny favored treatment to advertisers, donors or any other
special interests, and resist internal and external pressure
to influence coverage.

- Distinguish news from advertising and shun hybrids that
blur the lines between the two. Prominently label sponsored
content.

Be Accountable and Transparent
Ethical journalism means taking responsibility for one’s work and
explaining one’s decisions to the public.

A GIS Code of Ethics!®

Approved by the URISA Board of Directors | April 9, 2003

This Code of Ethics is intended to provide guidelines for GIS
(geographic information system) professionals. It should help pro-
fessionals make appropriate and ethical choices. It should provide
a basis for evaluating their work from an ethical point of view. By
heeding this code, GIS professionals will help to preserve and
enhance public trust in the discipline.

This code is based on the ethical principle of always treating
others with respect and never merely as means to an end: i.e.,
deontology. It requires us to consider the impact of our actions on
other persons and to modify our actions to reflect the respect and
concern we have for them. It emphasizes our obligations to other
persons, to our colleagues and the profession, to our employers,
and to society as a whole. Those obligations provide the organizing
structure for these guidelines.

Journalists should:

- Explain ethical choices and processes to audiences.
Encourage a civil dialogue with the public about journalistic
practices, coverage and news content.

- Respond quickly to questions about accuracy, clarity and
fairness.

- Acknowledge mistakes and correct them promptly and prom-
inently. Explain corrections and clarifications carefully and
clearly.

- Expose unethical conduct in journalism, including within
their organizations.

- Abide by the same high standards they expect of others.

Jhe SPJ Code of Ethics is a statement of abiding principles sup-
ported by additional explanations and position papers that address
changing journalistic practices. It is not a set of rules, rather a
guide that encourages all who engage in journalism to take respon-
sibility for the information they provide, regardless of medium.
The code should be read as a whole; individual principles should
not be taken out of context. It is not, nor can it be under the First

Amendment, legally enforceable.

Sigma Delta Chi’s first Code of Ethics was borrowed from the American
Society of Newspaper Editors in 1926. In 1973, Sigma Delta Chi wrote
its own code, which was revised in 1984, 1987, 1996 and 2014.

The text of this code draws on the work of many professional soci-
eties. It is not surprising that many codes of ethics have a similar
structure and provide similar guidelines to their professionals,
because they are based upon a similar concept of morality. A few
of the guidelines that are unique to the GIS profession include the
encouragement to make data and findings widely available, to doc-
ument data and products, to be actively involved in data retention
and security, to show respect for copyright and other intellectual
property rights, and to display concern for the sensitive data about
individuals discovered through geospatial or database manipula-
tions. Longer statements expand on or provide examples for the
GIS Profession.

A positive tone is taken throughout the text of this code. GIS
professionals commit themselves to ethical behavior rather than
merely seeking to avoid specific acts. The problems with listing
acts to be avoided are: 1) there are usually reasonable exceptions
to any avoidance rule and 2) there is implicit approval of any act
not on the list. Instead, this code provides a list of many positive
actions. These explicit actions illustrate respect for others and
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help strengthen both an understanding of this ethos and a com-
mitment to it.

This code is not expected to provide guidelines for all situations.
Ambiguities will occur and personal judgment will be required.
Sometimes a GIS professional becomes stuck in a dilemma where
two right actions are in conflict with each other or any course of
action violates some aspect of this code. Help might come from
talking with colleagues or reading relevant works such as those
listed in the bibliography. Ultimately, a professional must reflect
carefully on such situations before making the tough decision.
Contemplating the values and goals of alternative ethical para-
digms may be useful in reaching a decision:

- View persons who exemplify morality as your own guide
(Virtue Ethics)

- Attempt to maximize the happiness of everyone affected
(Utilitarianism)

- Only follow maxims of conduct that everyone else could
adopt (Kantianism)

- Always treat other persons as ends, never merely as means
(Deontology)

I. Obligations to Society

The GIS professional recognizes the impact of his or her work
on society as a whole, on subgroups of society including geo-
graphic or demographic minorities, on future generations, and
inclusive of social, economic, environmental, or technical fields
of endeavor. Obligations to society shall be paramount when
there is conflict with other obligations. Therefore, the GIS pro-
fessional will:

1. Do the Best Work Possible

-  Be objective, use due care, and make full use of educa-
tion and skills.

- Practice integrity and not be unduly swayed by the
demands of others.

- Provide full, clear, and accurate information.
-  Be aware of consequences, good and bad.
- Strive to do what is right, not just what is legal.

2. Contribute to the Community to the Extent Possible,
Feasible, and Advisable

- Make data and findings widely available.

- Strive for broad citizen involvement in problem defini-
tion, data identification, analysis, and decision-making.

- Donate services to the community.
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3. Speak Out About Issues

- Call attention to emerging public issues and identify
appropriate responses based on personal expertise.

- Call attention to the unprofessional work of others. First
take concerns to those persons; if satisfaction is not
gained and the problems warrant, then additional people
and organizations should be notified.

- Admit when a mistake has been made and make correc-
tions where possible.

Il. Obligations to Employers and Funders

The GIS professional recognizes that he or she has been hired to
deliver needed products and services. The employer (or funder)
expects quality work and professional conduct. Therefore the GIS
professional will:

1. Deliver Quality Work
- Be qualified for the tasks accepted.

- Keep current in the field through readings and profes-
sional development.

- Identify risks and the potential means to reduce them.

-  Define alternative strategies to reach employer/funder
goals, if possible, and the implications of each.

- Document work so that others can use it. This includes
metadata and program documentation.

2. Have a Professional Relationship

- Hold information confidential unless authorized to
release it.

- Avoid all conflicts of interest with clients and employers
if possible, but when they are unavoidable, disclose that
conflict.

- Avoid soliciting, accepting, or offering any gratuity or
inappropriate benefit connected to a potential or exist-
ing business or working relationship.

- Acceptwork reviews as a means to improve performance.
- Honor contracts and assigned responsibilities.

- Accept decisions of employers and clients, unless they
are illegal or unethical.

- Help develop security, backup, retention, recovery, and
disposal rules.

- Acknowledge and accept rules about the personal use
of employer resources. This includes computers, data,
telecommunication equipment, and other resources.



- Strive to resolve differences.
3. Be Honest in Representations
- State professional qualifications truthfully.

- Make honest proposals that allow the work to be com-
pleted for the resources requested.

- Deliver an hour’s work for an hour’s pay.
- Describe products and services fully.

- Beforthcoming about any limitations of data, software,
assumptions, models, methods, and analysis.

lll. Obligations to Colleagues and the Profession

The GIS professional recognizes the value of being part of a com-
munity of other professionals. Together, we support each other and
add to the stature of the field. Therefore, the GIS professional will:

1. Respect the Work of Others.

- Cite the work of others whenever possible and
appropriate.

- Honor the intellectual property rights of others. This
includes their rights in software and data.

- Accept and provide fair critical comments on profes-
sional work.

- Recognize the limitations of one’s own knowledge and
skills and recognize and use the skills of other profes-
sionals as needed. This includes both those in other
disciplines and GIS professionals with deeper skills in
critical sub-areas of the field.

- Work respectfully and capably with others in GIS and
other disciplines.

- Respect existing working relationships between others,
including employer/employee and contractor/client
relationships.

- Deal honestly and fairly with prospective employees,
contractors, and vendors.

2. Contribute to the Discipline to the Extent Possible
- Publish results so others can learn about them.

- Volunteer time to professional educational and organi-
zational efforts: local, national, or global.

- Support individual colleagues in their professional
development. Special attention should be given to
underrepresented groups whose diverse backgrounds
will add to the strength of the profession.

IV. Obligations to Individuals in Society

The GIS professional recognizes the impact of his or her work on
individual people and will strive to avoid harm to them. Therefore,
the GIS professional will:

1. Respect Privacy

-  Protect individual privacy, especially about sensitive
information.

- Be especially careful with new information discovered
about an individual through GIS-based manipulations
(such as geocoding) or the combination of two or more
databases.

2. Respect Individuals

- Encourage individual autonomy. For example, allow
individuals to withhold consent from being added to
a database, correct information about themselves in a
database, and remove themselves from a database.

- Avoid undue intrusions into the lives of individuals.

- Be truthful when disclosing information about an
individual.

- Treat all individuals equally, without regard to race,
gender, or other personal characteristic not related to
the task at hand.
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