
Creating a 21st-Century Nuclear 
Material Security Architecture November 2010

Kenneth N. Luongo
Luongo is founder and president of the Partnership for Global Security. From 1997-2004 he was a Senior Visiting Fellow and
Visiting Research Collaborator with Princeton University’s Program on Science and Global Security. Prior to that, Luongo
was Senior Advisor to the Secretary of Energy for Nonproliferation Policy and Director of the Office of Arms Control and
Nonproliferation at the US Department of Energy (DOE). In addition, Luongo was Director of the Department of Energy’s
Russia and Newly Independent States Nuclear Material Security Task Force and Director of DOE’s North Korea Task Force.
He is also cochair of the Fissile Materials Working Group.

The April 2010 Nuclear Security Summit (NSS) in
Washington, DC, drew international attention to the
threat of nuclear terrorism and the need to adequately
protect weapon-usable nuclear material around the
globe. It was an unprecedented event: the first such
gathering of political officials to discuss the subject. It
featured the top leaders from 47 nations and 3 interna-
tional organizations. The summit was a success in the
sense that the attendees agreed to take steps to fully
implement the existing elements of the nuclear material
security regime.1 A second nuclear security summit is
set for 2012 in the Republic of Korea (ROK), and this
should incentivize nations to act on their commitments,
since there is likely to be a report on implementation at
that meeting.

However, the scope and results of the summit also raised
an important question—are the current components of
the nuclear material security architecture, even if fully
and rapidly implemented, sufficient to protect the global
stockpile of fissile material from terrorist exploitation?
This question was neither asked nor answered, in part
because of differences of opinion among the partici-
pating nations, including on the need for compliance
with all of the current regime elements. As a result, the
final commitments produced at the summit were all
voluntary and included no new initiatives. 

Despite the limited scope of the summit and the voluntary
nature of the commitments, the April 2010 NSS solidified
the foundation of the current nuclear material security
regime and served as a starting point for the development
of a stronger nuclear material security architecture, one

that is capable of responding to the evolving nuclear
terrorism threat. The two years between the past summit
and the next one needs to be used not just to ensure that
2010 summit commitments are implemented but also to
reframe the nuclear material security debate and initiate
some key changes in strategy.

The global objective should be to define a cohesive and
effective future policy structure and to generate suffi-
cient support from international experts and the
private sector to persuade even reluctant governments
to accept a new international order for nuclear material
security. Creative new thinking is required to develop a
stronger, more flexible next-generation global nuclear
material security architecture that can adapt to interna-
tional developments while surmounting the inevitable
bureaucratic obstacles and establishing its broad and
deep international legitimacy.

The Nuclear Security Summit’s Achievements
Four sets of commitments were made at the April
summit. First, the participants issued a communiqué
highlighting the global importance of preventing nuclear
terrorism. Second, they agreed to a work plan accompa-
nying the communiqué that focused on improving and
universalizing existing nuclear security agreements and
programs. Third, 30 countries committed themselves to
improving nuclear material security at home. Finally,
some nations made financial commitments.

The Communiqué
The participants issued a communiqué highlighting the
global importance of preventing nuclear terrorism and
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Individual Country Commitments
In addition to the work plan, 29 countries
committed to improving security at home.4

Highlights of these commitments include:

• The removal of half of the HEU in Ukraine by the
end of 2010, and its complete removal by 2012.

• Canada’s return of a large amount of spent fuel
containing HEU to the United States.

• A US-Russia announcement to implement their
plutonium disposition agreement.

• The establishment of nuclear security centers of
excellence in India and China.

Funding
The following funding commitments were made: 

• A $6 million pledge by the United Kingdom and
a $300,000 pledge by Belgium for the IAEA’s
Nuclear Security Fund.

• $100 million from Canada for security cooper-
ation with Russia.

• A call by President Obama for an additional
$10 billion for the G-8 Global Partnership.

All of the commitments were important steps
forward, but it is unclear if all nations left the
Washington summit convinced of the real
urgency of the mission.

What is the Nuclear Terrorist Threat?
The NSS was designed around two goals:
convincing nations that nuclear terrorism is a real
threat, and prodding them to take preventive
action. The threat aspect has been especially diffi-
cult for some developing nations to accept. They
tend to view domestic social and economic issues
as higher priorities, and some are convinced that
terrorists would need state assistance to manufac-
ture even the crudest nuclear device. However,
developed nations, and the United States in
particular, have a very different view.

The 2010 US Nuclear Posture Review and
National Security Strategy identified nuclear
terrorism as the most immediate threat to the
United States.5 Osama Bin Laden has stated that
he considers it a religious duty to obtain
nuclear weapons, and there is evidence that Al

endorsed President Obama’s goal of securing all
vulnerable nuclear material within four years.2

Additionally, it underscored the importance of
maintaining effective security over all nuclear
material in their territory; encouraged the conver-
sion of reactors that use highly enriched uranium
(HEU), a weapon-usable nuclear material, to low-
enriched uranium (LEU); and recognized the
importance of the Convention on the Physical
Protection of Nuclear Material as amended and
the International Convention for the Suppression
of Acts of Nuclear Terrorism as essential elements
of the global nuclear material security regime. 

Finally, the communiqué emphasized the need for
international cooperation on this agenda including
the importance of capacity building and responding
to requests for assistance in order to secure nuclear
material globally.

The Work Plan
The work plan accompanying the communiqué
focused on improving and universalizing existing
nuclear material security agreements and programs.3

The work plan noted the need to fully implement
UN Security Council Resolution 1540, and support
the Global Initiative to Combat Nuclear Terrorism
(GICNT) and the G-8 Global Partnership Against
the Spread of Weapons and Materials of Mass
Destruction (Global Partnership). It also recognizes
the continuing importance of the role of the
International Atomic Energy Agency (IAEA) and
its nuclear security guidelines.

The document underscored the need for robust and
independent nuclear regulatory capabilities in all
countries, prevention of nuclear trafficking, and
improvement in nuclear detection and forensics.

It highlighted the role of the nuclear industry in
the nuclear material security agenda, particularly
in sharing best security practices and the human
dimension of nuclear material security.

The work plan’s most ambitious objectives
considered the consolidation of national sites
where nuclear material is stored, the removal and
disposal of nuclear material no longer needed for
operational activities, and the conversion of HEU-
fueled reactors to LEU fuels.

All of these objectives are voluntary.
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Qaeda has pursued nuclear capability.6 In
January 2010, the Commission on the Prevention
of Weapons of Mass Destruction Proliferation and
Terrorism and a former CIA official warned that
Al Qaeda continues to seek nuclear material to
use against the United States.7

The world’s stockpile of fissile material has been
estimated at 1600 metric tons of HEU and 500
metric tons of plutonium.8 According to the
IAEA, fissile material is located at 1131 facilities
and locations; about half the world’s fissile mate-
rial is in military stockpiles and the other half is
in civilian stockpiles.9 (The margin of error for
this estimate is +/- 300 metric tons.10) Even with
these imprecise figures, there is certainly enough
material to manufacture 100,000 to 150,000
nuclear weapons.11

HEU is of particular concern because it is used
outside of military programs, and a crude HEU
gun-type device is considered to be the easiest
nuclear weapon for terrorists to make.12 It would
take an estimated 50-60 kilograms of HEU to
make such a device.13 The weapon would be large
and heavy, but terrorists would need only basic
infrastructure support, such as a machining capa-
bility, and no advanced knowledge, to create it.

A plutonium device would be much harder to
develop without a more sophisticated technical
infrastructure and expertise.

The largest fissile material stockpiles are in the
United States and Russia.14 Other large stockpiles
are also in Britain, France, China, and Japan.
Around the globe, the security for nuclear material
is uneven, especially in the civilian sector. This
security vulnerability becomes even more serious
in dangerous regions, where nations possessing the
material lack strong governance. For example, 10
tons of HEU is used in civilian applications in
nonnuclear weapon states, with the largest stock-
piles in the developing or transition countries of
Belarus, Kazakhstan, Ukraine, and South Africa.15

Nuclear smuggling is one window into the threat
of nuclear terrorism. The IAEA has identified
1600 cases of illicit nuclear trafficking since
1993.16 Of these, 18 cases involved the theft or
loss of HEU or plutonium.17 None of the HEU
that was recovered had been reported missing.18

More recently, there have been 3 cases of radio-
logical sources being stolen and held for ransom.19

In addition, two teams of armed men attacked a
South African site that contained hundreds of
kilograms of HEU in 2007.20 Terrorists have been
seen on reconnaissance missions near a Russian
nuclear weapon storage site.21 In January 2010,
peace activists penetrated a Belgian air base where
US nuclear weapons are believed to be stored.22

A radiological attack is thought to be a higher
probability event than a nuclear attack.23 A radio-
logical device can be created simply by wrapping
an explosive around a radiological source and
detonating it to spread toxic radioactive mate-
rials. A radiological attack is much less sophisti-
cated than a nuclear terrorist attack and would
cause much less physical damage, but its impact
on the global economy could be devastating.24

There is a significant problem with the security of
radiological sources around the world. The IAEA
estimates that there are between 100,000 and 1
million radiological sources around the globe.25 In
China, alone, there are an estimated 400,000
sources.26 The NSS only touched on the radiolog-
ical issue, despite the desire of some of the
attending nations to discuss in greater depth.

The status quo cannot prevent nuclear and radio-
logical terrorism.

Components of the Current Nuclear
Material Security Structure
The three major elements of the current nuclear
material security regime are 1) the laws and regula-
tions that govern security within national borders;
2) international agreements and United Nations
resolutions; and 3) ad hoc, cooperative measures
that nations voluntarily accept.

Domestic Activities
The first line of defense for the security of nuclear
material resides with the country that manufac-
tures and/or stores it. These materials are national
possessions, and should be protected by national
laws and regulations. This is why the NSS insisted
that each nation possessing nuclear material has a
duty to ensure the highest level of protection. It is
the major reason why the NSS did not propose
any new initiatives. The rationale was that secu-
rity could be significantly improved if all nations
took additional security steps at home and
adhered to the international conventions and
agreements that have been developed over the
past 65 years. These domestic security protections
can also be augmented by recommendations from
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Terrorism (Nuclear Terrorism Convention) was
adopted by the United Nations General Assembly
in April 2005 to ensure that states would crimi-
nalize the illicit possession or use of nuclear mate-
rial or devices by nonstate actors.33 Under the
Nuclear Terrorism Convention, states must enact
laws to investigate possible offenses and to arrest,
prosecute, or extradite offenders.34 Countries are
also called upon to cooperate and share informa-
tion on nuclear terrorism investigations and prose-
cutions, protect radioactive material within their
borders, and receive instruction on how to proceed
if an illicit device or material is recovered from
nonstate actors. Unlike the CPPNM, the Nuclear
Terrorism Convention applies to civilian and
military material. At the 2010 NSS, Armenia,
Argentina, Australia, Georgia, and the United
Kingdom pledged to ratify the convention.35 To
date, Georgia and the United Kingdom have
done so.36

United Nations Security Council Resolutions:
1373, 1540, and 1887. In the weeks following the
terrorist attacks of September 11, 2001, the UN
Security Council (UNSC) unanimously passed
Resolution 1373. Although it focused on general
counterterrorism mechanisms and enforcement
measures, it cites “the threat posed by the posses-
sion of weapons of mass destruction by terrorist
groups” and “illegal movement of nuclear, chem-
ical, biological and other deadly materials.”37

Because it was passed under the UNSC’s Chapter
VII authority, members are required to take meas-
ures to combat terrorism.

Despite its mandate for action, the shortcomings
of the resolution were revealed by the discovery of
an international nuclear proliferation network run
by the Pakistani scientist A. Q. Khan. To close
these loopholes, the UNSC unanimously passed
Resolution 1540 (also under Chapter VII) in April
2004.38 This resolution was intended to prevent
weapons of mass destruction (WMD) terrorism by
nonstate actors and for the first time bound UN
member states to take and enforce measures
against WMD proliferation. This included creating
and implementing strict national export controls
and security over all sensitive material and
prohibiting financial or other assistance to
nonstate actors seeking WMD or related material.
Nations are also required to submit reports on
their efforts, though the actual reporting has been
very uneven. 

the IAEA, if a nation requests assistance. The
IAEA’s nuclear security advisory services include
International Nuclear Security Advisory Service
missions which identify a country’s broad nuclear
security requirements and ways to meet them;
International Physical Protection Advisory
Service missions which evaluate a country’s phys-
ical protection arrangements; and IAEA State
Systems for Accountancy and Control Advisory
Service which recommends ways to strengthen a
country’s nuclear material accountancy and
control systems.27

International Conventions and Agreements
A handful of major international agreements and
conventions govern nuclear material security,
along with others more directly applicable to
WMD terrorism.28

Convention on the Physical Protection of Nuclear
Materials and its Amendment. The Convention
on the Physical Protection of Nuclear Materials
(CPPNM) is the only legally binding international
document on the physical protection of nuclear
material. It requires its parties to protect civilian
nuclear material while in transit. The CPPNM
also criminalizes the theft, misuse, or threat of
misuse of nuclear material and requires each state
to designate a point of contact for information if
material is stolen or diverted. The CPPNM was
signed in March 1980 and entered into force in
1987.29 As of August 18, 2010, there are 144
parties to the CPPNM.30

Because the original CPPNM only applied to the
transport of nuclear material, an amendment was
agreed upon in July 2005 to expand its physical
protection regime. The 2005 Amendment requires
countries to protect domestic nuclear facilities and
material in use, in storage, and during transport.
It also strengthens provisions to protect against
theft, diversion, or sabotage, and expands cooper-
ation to respond rapidly to these offenses. The
2005 Amendment, however, has not yet taken
effect because only 41 of the state parties to the
CPPNM have ratified it; two-thirds are needed.31

At the 2010 NSS, Argentina, France, Germany
and the United Kingdom pledged to ratify the
2005 Amendment.32 To date, only the United
Kingdom has done so.

International Convention for the Suppression of
Acts of Nuclear Terrorism. The International
Convention for the Suppression of Acts of Nuclear
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In September 2009, President Obama chaired a
session of the UNSC during which Resolution
1887 was unanimously adopted. It reaffirmed the
threat of nuclear proliferation to global security
and the need for multilateral action.39 It high-
lighted the need for improving the security of
nuclear material to prevent nuclear terrorism and
expressed support for the April 2010 NSS,
securing all vulnerable nuclear material around
the world within four years, minimizing the civil
use of HEU, and multilateral initiatives such as
the Global Partnership and GICNT. 

Ad Hoc and Cooperative Activities
With the collapse of the Soviet Union and the
concern about “loose nukes,” the nuclear
nonproliferation regime in the 1990s expanded
from consisting primarily of arms control treaties
to include new, nontreaty based initiatives. The
first of these initiatives was between the United
States and Russia, and was subsequently followed
by other multilateral initiatives.

Cooperative Threat Reduction and Related US
Programs. Congress created the US Cooperative
Threat Reduction (CTR) program in 1991.40 CTR
was designed to address the leakage of WMD
from the collapse of the Soviet Union. CTR and
related programs protect and eliminate nuclear,
chemical, and biological stockpiles; secure nuclear
weapons-usable material; and eliminate delivery
systems. The core of the nuclear material security
initiatives is run by the National Nuclear Security
Administration (NNSA), a semi-autonomous arm
of the Department of Energy. In recent years,
programs within the Department of Homeland
Security (DHS), including DHS’ Domestic
Nuclear Detection Office (DNDO), charged with
creating a global nuclear detection architecture,
have contributed to these efforts. 

Most of the nuclear material security funds have
been spent in Russia and the former Soviet States.
However, CTR programs are slowly trending
toward more global targets. In 2004, NNSA
created the Global Threat Reduction Initiative
(GTRI) and the International Nuclear Materials
Protection and Cooperation (INMPC) program
to assist with material security in countries
outside the former Soviet states. However, as a
2009 National Academy of Sciences report
suggested, the effort needs to be upgraded from
“CTR 1.0” to “CTR 2.0”41 and the programs
must become more agile, flexible, and globally

responsive while retaining their cooperative,
results-focused core.

By concentrating on joint problem solving and
cooperative approaches to mitigating dangers,
CTR has achieved nuclear material security
improvements that would not have been
possible otherwise, validating the importance
of ad hoc approaches.

G-8 Global Partnership. The G-8 Global
Partnership (Global Partnership) was established in
2002 as a multilateral corollary to the CTR
effort. G-8 countries pledged $20 billion over ten
years to support this work.42 Under this agree-
ment the United States would provide $10 billion
and the remaining G-8 countries would
contribute the other $10 billion. In practice,
however, the United States’ annual contribution
to the Global Partnership is now approximately
$1.5 billion, $500 million more than originally
expected. Approximately $1 billion per year is
spent in Russia and the former Soviet states with
the rest being directed to other regions.43 The
Global Partnership, originally a G-8 initiative, now
includes 23 partners: Australia, Belgium, Canada,
Czech Republic, Denmark, European Union,
Finland, France, Germany, Ireland, Italy, Japan,
Netherlands, New Zealand, Norway, Poland,
Republic of Korea, Russia, Sweden, Switzerland,
Ukraine (recipient only), the United Kingdom, and
the United States.44 Most of the non-US funding
supports nuclear safety work, submarine disman-
tlement, and chemical weapon destruction. 

In 2008, the Global Partnership’s geographical
focus was expanded beyond Russia and the former
Soviet states to allow multilateral efforts wherever
terrorism and proliferation risks existed.45 But the
G-8 nations have had difficulty shifting from their
focus on Russian needs, and the majority of the
funds are still spent in Russia. The Global
Partnership will expire in 2012, and at the April
2010 NSS, President Obama called for a ten-year
extension of the Global Partnership, an expan-
sion of its scope and mission, and another $10
billion in funding for new projects.46 However,
just weeks after the NSS, the G-8 declined to
extend the Global Partnership until it had evalu-
ated the program.47

Proliferation Security Initiative. The Proliferation
Security Initiative (PSI) is a US-led multilateral
initiative that was launched in May 2003 to
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2010 summit and to drive the nuclear material
security agenda forward. However, the details of
what else needs to be done must be spelled out,
and leadership needs to be established and
sustained. Ten principles can frame this new
nuclear material security architecture:

• A comprehensive and convincing threat
assessment, including the global economic
consequences of a nuclear or radiological
terrorist event.

• The discouragement of the production and use
of fissile material.

• Political leadership in the developing world that
can complement that of the developed world.

• A baseline for security that can drive actions and
against which improvements can be measured.

• Greater transparency of actions to improve
international confidence that security is
adequate or improving (even if that trans-
parency is limited to other governments and is
kept confidential).

• Robust and multilateral long-term funding for
nations and institutions in need of assistance.

• The promotion of best practices, education, and
training.

• Flexibility and inclusiveness in meeting evolving
threats.

• Embracing the contributions of all stakeholders.

• Protection of the peaceful uses of nuclear mate-
rials for energy and medicine.

One important way to align the existing and new
policy elements is to organize them into a frame-
work agreement before the 2012 ROK summit.

Transnational problems like nuclear material
security require an institution, mechanism, or
agreement around which countries can rally to
drive the process forward. At least a dozen inter-
national agreements and initiatives offer guidance
on nuclear material security. Many of these were
referenced in the NSS documents, but they are not
tied together and compliance is often voluntary. In
addition, each nation has its own regulations and

interdict WMD and related material in transit.
PSI has grown from 11 to 97 participating states
(as of June 2010).48 Participating nations
endorse the PSI Statement of Interdiction
Principles and participate in meetings, work-
shops, and other exercises with other members
to improve their capacities for breaking up
black markets and detecting and intercepting
material. PSI members rely on national and inter-
national legal authorities to impede WMD traf-
ficking. In President Obama’s April 2009 speech
in Prague, he called for the transformation of PSI
into a formal institution, though this has not
happened to date.

Global Initiative to Combat Nuclear Terrorism. In
October 2006, Russia and the United States created
the Global Initiative to Combat Nuclear Terrorism
(GICNT), a nonbinding forum for sharing nonpro-
liferation expertise and information and for
preventing nuclear terrorism. Since then, GICNT
has grown from 13 to 82 member nations.49 There
are also four official observers: the IAEA, the
European Union, INTERPOL, and the United
Nations Office on Drugs and Crime. In 2009,
members agreed to promote greater civil society
and private sector involvement. Members have
also conducted over 30 multilateral activities and
five senior-level meetings in support of the initia-
tive’s objectives.50

In President Obama’s April 2009 speech in
Prague, he called for GICNT to be transformed
into a formal institution, though it has yet to
move in this direction.

Creating a New Nuclear Material
Security Architecture
It is clear from the current state of the nuclear
material security regime that there are serious
security gaps, much activity that is left to the
discretion of individual nations, and a lack of
coherence and integration. There is, therefore, a
need to harmonize and supplement the existing
regime to create a more robust, effective, and
flexible 21st-century nuclear material security
architecture to keep fissile (and radiological)
material from terrorists.

This mission will require actions beyond the 47
nations that attended the NSS, beyond the
current regime, and beyond the four-year goal.
The NSS scheduled for South Korea in 2012
opens a window of opportunity to build on the
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laws. This lack of an international framework
agreement on fissile material security means there
has been no organizing force to drive the agenda.

A Fissile Material Security Framework Agreement
would identify the threats to humankind from
vulnerable fissile material, especially the threats
posed by terrorists, and list the actions and
commitments required to mitigate these threats. It
would make the issue a high global priority and
then require the adherents to fulfill the agree-
ment’s objectives. 

The agreement should package all existing
commitments and new initiatives into a unified,
clear, and cohesive fissile material security norm.
It should recognize the relevant conventions,
agreements, and UNSC resolutions and legitimize
the ad hoc nuclear security mechanisms including
the CTR program, the Global Partnership, the
PSI, GICNT, and others that may be developed.
This agreement should be universal, but recog-
nizing the potential sensitivities of some coun-
tries, it could begin with support from a coalition
of the committed.

Models for the framework include prior UNSC
resolutions, including amending Resolution 1540
to include this agreement, the United Nations
Framework Convention on Climate Change, and
others. This proposal will be difficult to sell to
governments that view nuclear terrorism as a
lower priority, and which struggle to meet existing
security commitments and are concerned about
new nuclear mandates in an environment where
the international community accepts nations of
unequal nuclear status. Although the proposal will
probably not be ready in time for the ROK
summit, its components need to be conceptually
developed in advance of the summit in order to
spur discussion of its necessity and value. 

While the president has taken an important step
forward in making global fissile material security
a top international objective, this mission will
require additional actions and an international
consensus. Several new policy initiatives will be
required to achieve this objective and broaden the
scope of the framework agreement. 

Identify the Financial Consequences 
and Costs of the Mission
One central element of the framework must be to
place the fissile material security issue in a modern

context, so that all nations can appreciate and
understand its importance and consequences.
Since the international economy, and not interna-
tional security, seems to be the prism through
which most leaders view the world today, it is
important to underscore the indispensable role of
nuclear material security in ensuring the long-term
growth of the global economy.

A single nuclear terrorist incident in a key city or
country would have a serious impact on the
global economy; so would a radiological terrorist
attack with a high-intensity source in a densely
populated city. When over $50 trillion in global
economic activity is at stake,51 an annual invest-
ment of a few billion dollars to ensure that it is
not crippled is not just prudent; it is very wise.

Some studies have been done on the economic
impact of a more traditional nuclear attack from
a state actor. Another assessed the economic
impact of a nuclear explosion at a major port.52

There is also a US government assessment of the
economic impact of a radiological attack, and its
staggering cost conclusions led to its classifica-
tion. However, there are no widely available
unclassified reports on how a terrorist nuclear
attack would affect the global economy, particu-
larly the secondary impacts on countries that
depend on trade. It would be very sobering if an
analysis of this cost was provided to the assem-
bled nations and the media at the next NSS. 

The focus should extend beyond the immediate
economic impacts on the city or country in which
the detonation occurs; it also needs to examine
the global economic ripple effects, particularly on
the developing world, in order to underscore
nations’ common stake in preventing this event.
Ideally, this assessment should be completed
before the ROK summit. 

In addition to the economic consequences, the cost
of preventing this kind of an event must be exam-
ined. According to most estimates, not enough
money is being spent, but there is resistance both
in the United States and abroad to increasing this
funding. Within weeks of the Washington NSS, the
G-8 nations decided not to extend or expand the
Global Partnership program, and they entrusted it
to a group of government experts. This resistance
was led by some highly developed nations, and the
reasons were domestic and regional financial pres-
sures, a lack of understanding of how the Global
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First, the accounting rules for the Global
Partnership should allow all nuclear security
contributions—both domestic nuclear material
security improvements (above current levels) and
international assistance (including voluntary
contributions to the IAEA)—to be credited against
the $2.5-3.0 billion global fund. Countries should
be able to take credit for in-kind contributions
while supporting their domestic economy and
improving the global nuclear security situation.

Second, the Global Partnership should analyze
the non-Russian and non-Soviet successor state
opportunities to improve WMD security. This
should begin with a public inventory of what
Global Partnership members are doing and then
identifying what else needs to be done. It should
offer funding to assist developing countries to
meet their UNSCR 1540 reporting requirements.
Another funding target is to offer financial incen-
tives to nations in exchange for reducing and
eliminating their stockpiles of fissile material.
This has been done with some success in Russia,
but there are other nations with stockpiles of
HEU, particularly those that are used for civil
purposes, that may need an economic incentive to
realize the full value of abandoning their use of
HEU. In addition, there may have to be initiatives
to encourage suppliers of uranium enrichment
services to stop offering to produce HEU.

Third, based on the success of PSI, establish a
multilateral rapid reaction force to be deployed
in case of a nuclear emergency. Roles and
responsibilities could be assigned to partici-
pating nations and funding dedicated for opera-
tions, transport, and training. Legal authorities
should be in place to allow for the rapid protec-
tion, extraction, and return of nuclear material
and technology. Integrated civilian and military
operations have recently been used extensively
in Iraq and Afghanistan, so there is precedent
for this proposal.

This new initiative should also have a domestic
US corollary that identifies policy objectives,
funding needs, specific agency responsibilities,
and success metrics. It should assign roles and
responsibilities to individual agencies for emer-
gency/contingency operations. For example, the
Department of Defense could be required to
provide and pay for airlift in a timely fashion and
identify national laboratory technical specialists
for missions.

Partnership could operate outside of Russia, and
what the accounting rules would be for non-Russia
and Ukraine contributions. On this last issue,
nations that contribute to the Global Partnership
only get credit for their financial assistance to
these nations. In a truly global mission, however,
security improvements anywhere should be
counted. In addition, it was difficult to convince
the US Congress to support the Obama adminis-
tration’s request for increased nuclear material
security for fiscal year 2011. This reluctance may
grow in coming years as US budget deficits and
long-term recession recovery continue to
squeeze federal spending.

There needs to be a global fund for WMD secu-
rity that totals $2.5-3.0 billion per year over the
next ten years. The majority of this should be
spent on nuclear security projects, with biological
security as the second priority. The United States
is already paying over $1.5 billion per year of this
proposed amount and that figure likely will
increase over the next several years if Congress
approves the administration’s out year budget. If
that is the case, the rest of the G-8, its 15 partners
in the Global Partnership, and all other nations
would have to pick up $500 million to $1 billion
per year. The G-8 together account for over 44%
of total global gross domestic product (over $25
trillion), and they should view this expense as a
small investment in securing their future economic
growth. In addition, the G-20 nations, individu-
ally and as a group, are doing virtually nothing
on nuclear security. If a nuclear terrorist attack
occurs, the cost of the response alone will dwarf
the cost of prevention.

Some nations question the necessity for such a
global fund. They question whether mechanisms
like the Global Partnership can be extended effec-
tively beyond their traditional focus on Russia. At
the G-8 meeting in Canada in June 2010, the lack
of satisfactory answers to these questions led to a
decision to reassess the Global Partnership before
deciding to extend it.

This decision is troubling, because it left the
future of an important multilateral funding
source in limbo and because it reflected a serious
lack of imagination and understanding about
how the funding could best be used. There are at
least four ways to redirect the funding to impor-
tant activities.

8



Fourth, radiological sources, which are in use in
all of the world’s major metropolitan hospitals,
are dangerous in the wrong hands. The NNSA’s
pilot project with the Hospital of the University of
Pennsylvania secured all of the hospital’s radiolog-
ical sources and initiated cooperation with the
local law enforcement and other authorities. In
the United States, approximately 500 major
metropolitan hospital buildings use radiological
sources. At a cost of roughly $250,000 per
building, the total cost of securing all of them
would be about $125 million. The United States
should commit to this course of action, and its
international partners should take similar actions.

There also are political benefits to continuing
multilateral funding, including convincing the
US Congress that the United States is not
disproportionately shouldering this burden and
allowing other nations to be the interface for
assistance in locations where a US presence
would be unwelcome.

Strengthen the Mandate of the IAEA
The NSS underscored the need for the IAEA to do
more in support of international nuclear material
security. However, its nuclear security activities
are gravely underfunded. The current budget is
roughly $5 million per year, but what is needed is
closer to $50 million per year.

The IAEA is a central international repository of
knowledge and assistance for nuclear nonprolifer-
ation, and it has deep international legitimacy. It
also does not have enough technical staff and is ill-
prepared to fulfill increased demands in the future.
Expanding the formal IAEA nuclear security
budget is difficult, in part because the Board of
Governors’ budgeting process is very political and
developing nations will want any increase matched
by an equal increase in the technical cooperation
budget. In addition to assessed contributions, the
IAEA can accept voluntary contributions. The
United States makes a voluntary contribution each
year. These funds can be earmarked for specific
security purposes without being subject to the
regular board approval process. 

To ensure that the IAEA has the tools and
resources needed to meet 21st-century nuclear
material security challenges, two actions should
be taken. First, developed countries should
commit to increase their voluntary IAEA contri-
butions for the next several years and earmark

the funds for nuclear security. The goal could be
to provide $50 million per year from voluntary
contributions. Second, they could agree to train a
specific number of additional nuclear security
specialists for assignment at the IAEA to fill the
positions that the additional voluntary contribu-
tions would create. 

Establish a Baseline for 
Nuclear Material Security
Despite the detailed technical information the
IAEA provides for the securing of nuclear facili-
ties and the domestic regulations and interna-
tional conventions that govern nuclear material
protection, there is no universally accepted stan-
dard for securing nuclear material and weapons. 

There are national sovereignty and security reasons
why the nuclear material security system is not
standardized, but the question is whether those
rationales are still optimal. The need for more stan-
dardized methods to implement nuclear material
security and to judge its effectiveness merits further
examination in advance of the next summit.

The Obama administration, in the wake of the
Washington summit, is reluctant to press for
actions beyond the existing foundation of the
material security regime. Today’s challenges,
however, demand that the United States maintain
its leadership in this area by continuing to inno-
vate and implement new, creative initiatives to
address current nuclear dangers and convince
allies to join them. Therefore, the United States,
in collaboration with one or more international
partners, should serve as a catalyst and call for
the establishment of a baseline nuclear security
standard. There has been some suggestion that
the IAEA staff would welcome the establishment
of minimum nuclear and radiological security
standards.53 South Korea, in fact, may see an
opportunity to make its own contribution to this
issue area, especially given the growing global
prestige of its nuclear industry.

At the same time, there should be at least one
developing nation that will be a strong political
partner in this effort, and this is where the G-20
nations and those seeking nuclear power need to
play a role. Key G-20 nations, including India and
China, are among the world’s leaders in increasing
their nuclear power output. They consider energy
essential to their economic growth. But, like with
G-8 nations, increased global economic clout
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tion to demonstrate the value and effectiveness of
the uplink system.

The satellite uplink effort could be supplemented
with a multi-party nuclear security hotline that
would allow for immediate communication
surrounding suspicious incidents. Such a connec-
tion already exists between the United States and
Russia to reduce the risk of a nuclear exchange
stemming from accident, miscalculation, or
surprise attack. These proposals are likely to meet
stiff resistance from the nuclear bureaucracy in
many states but that should not deter action in
support of greater nuclear material security.

Expand Training and Education Opportunities
The NSS documents emphasized the need for the
expansion of best practices for nuclear material
security. This will be an important element of a
new framework agreement, but it should be
complemented by additional education and
training initiatives. Best practices efforts have
been launched by governments, the IAEA, and
private sector and nongovernmental organiza-
tions. These are all important efforts that should
be maintained and expanded.

At the same time, training, research, and capacity-
building activities could be undertaken. For
example, partnerships have been established
between the US government and research univer-
sities to fund basic science research. A similar fund
could be established to support US government
partnerships with NGOs and universities for
nuclear material security and nonproliferation
analysis and provide support for the next genera-
tion of nonproliferation and technical nuclear
material security experts. The education and
training support could be in exchange for some
government service by the recipient. This project
could begin with a modest initial investment of
$25 million. This proposal could be expanded
internationally by individual governments,
through an IAEA initiative or by utilizing Global
Partnership funds.

Additionally, the framework should endorse the
expansion of nuclear material security centers
of excellence. These centers are just getting
traction in some key parts of the globe. The
United States and Russia have been using such
centers in their joint work in Russia. Building
on this concept, the United States recently
proposed the creation of a new center of excel-

should be linked to greater global security
responsibility. Developing nations have shown a
curious lack of concern about nuclear terrorism,
in part because they see it as a manifestation of
the developed world’s threat-focused mindset. A
nuclear terrorist attack, however, will not spare
any major economy.

Building Confidence Through Transparency
There is very little information sharing among
nations on nuclear material security best prac-
tices. Some cooperation has emerged, particu-
larly between the United States and Russia, but
in other countries and regions of concern,
collaboration in this sensitive area is guarded,
with governments asserting sovereignty and
national security rationales. But without trans-
parency of both best practices and improve-
ments, it is very difficult to understand the state
of security in key nations that possess significant
amounts of fissile material.

There are some precedents for greater trans-
parency in the nuclear sector. For example, the
IAEA manages an Incident and Emergency
Centre to monitor nuclear reactor safety around
the globe, but the reporting is not done in real
time. This allows for sharing information on
nuclear dangers, but precludes rapid reaction to
threats. This concept could be expanded to the
nuclear material security mission. 

This model could include the installation of satel-
lite uplinks on all portal monitors and perimeter
security equipment that would provide real-time
reporting on its operational status and immedi-
ately log security alerts and breaches at all
civilian facilities that are monitored by the IAEA.
The information could be downloaded to a moni-
toring center staffed by rotating international
experts. The goal would be constant real-time
monitoring of all nuclear facilities under safe-
guards and rapid global alerting and response to
security breaches. 

This idea could be expanded to nuclear weapons
states that are not subject to IAEA monitoring.
Because of the sensitive location of much of the
security equipment in these states, the informa-
tion could be downloaded to a monitoring center
established by the five permanent members of the
UNSC that could be staffed jointly by specialists
from all five nations. As a first step, a pilot effort
could use unclassified and nonsensitive informa-
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lence outside the former Soviet states.54 Despite
some questions, the US Congress seems likely to
provide the funding to establish this center in
2011. In addition, at the NSS, India announced
the creation of a new center of excellence.55

China and the United Kingdom also are in the
process of creating their own centers.

Related to these centers is the need for more than
governments or international organizations to
participate in the training and education process.
For example, the World Institute for Nuclear
Security (WINS) has assumed responsibility for
bringing nuclear material security best practices
to the nuclear industry. At the same time, addi-
tional steps should be taken to ensure that the
nuclear energy industry becomes a strong partner
in the improvement of nuclear material security.
The nuclear industry held its own conference on
nuclear security the day after the official summit:
“The Role of the Private Sector in Securing
Nuclear Materials.”56 This meeting sought to
identify how the nuclear industry could become a
more robust partner in achieving this objective.

One idea for further integrating the industry into
the material security agenda is to have them
contribute to a nuclear material security fund.
President Obama has already proposed $54
billion in loan guarantees for nuclear power
construction. A small percentage of the under-
writing costs (0.1%) of those guarantees could be
devoted to nonproliferation funding, similar to
the nuclear waste fee that industry now pays.
Such a requirement would bring the nuclear
industry into the security debate, increase the
pool of nuclear security funding, and offer a
reputational benefit to the power sector. Of
course, the industry may have other equally
important alternative ideas, and its input should
be solicited.

A final education and training area that a
framework agreement should include is related
to nuclear forensics. While aimed at attributing
the source of the nuclear material that is used in
a terrorist attack, aggressive research in this
area could have a sobering effect on nuclear
material security. For example, if the science
were sufficiently advanced, nations might come
to believe that if their nuclear materials were
diverted, stolen, and used in an attack, they
would suffer military retaliation and economic
sanctions if they were identified as the source of

the materials. At present, the science of nuclear
forensics is not sufficiently accurate.57 As an
example, an international database for foren-
sics could be created under the proposed frame-
work requirements that could ensure the
highest levels of fissile and radiological material
security worldwide. This proposal, like others,
will likely be very controversial with officials
and nuclear experts.

Create a Scientific Council
The physics of nuclear material are not much in
dispute, but the most effective ways of protecting
them generate controversy. The framework could
benefit from the inclusion, therefore, of a multina-
tional scientific advisory council. This committee
could review national plans and actions, make
recommendations, evaluate new proposals, and
coordinate among governments, the private sector,
and civil society.58

The UN Framework Convention on Climate
Change includes a Body for Scientific and
Technological Advice that could serve as a
model.59 Its mandate is to offer advice on scien-
tific and technical issues that are relevant to the
substance of the convention. While the climate
change convention limits the participants on the
panel to governmental representatives, the
nuclear material security version should include
nongovernmental and private sector experts.

Several interesting aspects of the mandate of the
climate change scientific panel could be relevant
in the nuclear framework. For example, scientific
experts can assess the effectiveness of measures
taken to implement the convention and respond
to technical questions. While that may not be an
unusual charge, it requires the experts to identify
innovative and state-of-the-art technologies and
ways of promoting and transferring them to
other nations. In addition, it provides a mandate
for promoting international research and devel-
opment cooperation and supporting capacity
building in developing countries.60

All of these activities could be directly relevant to
the nuclear material security area. This mandate
fits very well with the proposed best practices and
centers of excellence. It also could assess the more
technologically adventurous ideas, such as the
satellite uplinks from facilities, and test the means
of protecting sensitive information.
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response to the need to manage spent nuclear
fuel from civilian power reactors. As the use of
nuclear power spreads, spent fuel management
headaches will increase. However, plutonium
separation should not be encouraged and should
be phased out. In 2005, the IAEA estimated that
there was about 165,000 tons of spent nuclear
fuel stored from power reactors worldwide, and
by 2015, that number could increase to 280,000
tons.62 A single ton of spent fuel from a commer-
cial light-water reactor typically contains
enough plutonium for a Nagasaki-type bomb.
While some believe that reprocessing is neces-
sary to deal with reactor waste, the separated
plutonium that reprocessing produces makes it a
proliferation risk.

Here again, perhaps a less frontal political
approach to this issue could be more produc-
tive. One possibility is to develop a statement of
principles on spent fuel reprocessing that
balances ideals with reality. This could be
proposed for acceptance first by nongovern-
mental experts and then for governments. It
could include criteria such as supporting a limit
on reprocessing, encouraging countries to deal
with nuclear waste, requiring strict security
standards to reduce the proliferation risks if
reprocessing is occurring, and not reprocessing
spent fuel without a demonstrated need for the
material from it. It also could advocate civil
nuclear cooperation agreements that prohibit
uranium enrichment or spent fuel reprocessing.
Acceptance of these criteria would support a
transition from reprocessing. This will be a
difficult and sensitive issue for the ROK summit
given the host country’s desire to reprocess.

Partner Government, Industry, and NGOs on
Nuclear Material Security 
The responsibility for improving nuclear mate-
rial security extends beyond governments, and
both the nongovernmental community and the
nuclear industry held complementary summits in
Washington during the days surrounding the
official NSS. These stakeholder communities
need to be more engaged with each other and
with governments in the nuclear material security
discussion and in the drive for better solutions.

The NGO community in the United States and in
other nations is comprised of nuclear technical
specialists, policy experts, and former govern-
ment officials. This community has had a positive

No other elements of the existing nuclear mate-
rial security regime require this type of scientific
body or international scientific scrutiny. In fact,
there are multiple sources of technical expertise
that are provided by governments, national
laboratories, the IAEA, and nongovernmental
and private sector experts. This type of a scien-
tific advisory body would not need to be imbued
with overriding authority. It could be used to
harness the technical talent that already exists
around the globe.

Reduce and Eliminate Fissile Material
Of course the best way to minimize the nuclear
material security burden is to reduce the
amount of material, limit the number of loca-
tions where it is stored and used, and eliminate
any excess. The NSS work plan endorsed these
objectives in the abstract, but it did not delve
into the details, partly because this work must
be done on a country-by-country basis. This
objective is integrally linked to the multilateral
funding that is made available for nuclear secu-
rity improvements.

The achievement of these objectives may come
slowly, but they will be measured at the ROK
summit and, as a result, countries will need to
take these commitments seriously. The US
government is building a database of the 53
commitments made at the Washington NSS and
their implementation. The NGO community is
also monitoring what countries are doing on
their summit commitments as part of a compli-
ance database.

Two other fissile material issues should be
discussed before the ROK summit. The first is the
phase out and ultimate ban of the civil use of
HEU. The usefulness of this material in a terrorist
nuclear device is well known. Twelve states
operate enrichment programs, and of those, only
Pakistan and India are presently enriching
uranium for military purposes. A number of
other countries continue to use HEU in civil
applications. One way to approach this politi-
cally charged issue is to come at it from a softer
perspective. One US NGO has developed the text
of a Model HEU Code of Conduct that govern-
ments could accept.61

The second issue is to limit the reprocessing of
spent nuclear fuel. Here, there are no easy
answers. Reprocessing is often justified as a
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impact on global nuclear material security, partic-
ularly in the United States, and continues to work
intensively on this agenda.

Nuclear energy industry leaders, having experi-
enced the devastating blow that the Three Mile
Island accident inflicted on nuclear power 30
years ago, understand the importance of robust
material security for the continuation and growth
of their business. As Energy Secretary Steven Chu
underscored at the industry event in April, “Even
a failed detonation of a nuclear device would
have a devastating impact on public trust in
nuclear energy.”63 Despite this understanding,
however, the industry is also concerned about the
impact of additional nuclear security require-
ments on its bottom line.

Government, civil society, and the private sector
each play a vital role in responding to 21st-century
nuclear proliferation threats, and each offers a
vital contribution that the other sectors do not, but
they need to work together. All indications are that
the South Korean government is likely to welcome
a continuation of the NGO and the nuclear
industry events around their summit, and these
efforts should be coordinated to maximize the
value of the summit and the preparation period. 

One solution is to bring the key stakeholders into
more regular contact as part of a new, multidisci-
plinary nuclear material security “Iron Triangle.”
The NGO and industry events surrounding the
2010 NSS are examples of how this conceptual
triangle is beginning to take form. However, even
though each event was connected by content, each
really existed to serve its own stakeholders, and
they need to be more connected at the ROK
summit. Before the ROK summit, the key stake-
holders (NGO, industry, government) should coor-
dinate their events in such as way as to be mutually
reinforcing and conducive to ongoing dialogue.
Such a forum for this dialogue could be a regular-
ized Government-Industry-NGO Conference
Against Nuclear Weapons Proliferation. A version
of this idea was proposed as a government-industry
forum in a new study’s survey and was found
acceptable by many of the industry respondents.64

Conclusion
The danger of nuclear terrorism is not abstract or
unrealistic. There are substantial quantities of
HEU and plutonium around the globe and radio-
logical materials are in use in virtually every

nation. The use of any of these materials in a
terrorist attack would not only cause devastation
at the point of impact, but generate secondary
waves of economic destruction globally.

While the international community in general
recognizes this danger, not all countries are taking
the possibility seriously enough to do everything
possible to ensure that their material is secured to
the highest standards. The NSS raised the profile
of this threat internationally, and 47 nations have
agreed to fully implement elements of the existing
nuclear material security regime. However, even
if these elements are fully implemented, the
current regime cannot keep pace with the
evolving challenges.

In the 20th century, the stockpiles of fissile mate-
rial in the declared nuclear weapons states were the
major challenge, but production of this material
has ended or trended downward; at present none
of these nations produce material for weapons.65

But there will still be growth in these stockpiles in
the 21st century, particularly in regions where
economic development is expanding and nuclear
power and related technologies are of increasing
interest. Beyond fissile material, radiological mate-
rials are used around the globe. A small but poten-
tially lethal percentage of these materials are highly
radioactive. While not as devastating as a nuclear
terrorist attack, if exploded they will inflict clear
economic damage and a psychological reaction
that could inhibit economic expansion.

The consensus generated at the NSS is a milestone
in the prevention of nuclear terrorism. At the
same time, it is just the beginning of a transition
from the current regime to a more robust and
aggressive architecture. At the heart of this new
architecture must be the harnessing of all relevant
tools: existing agreements, ad hoc programs, and
new initiatives. They should be harmonized under
a new international framework agreement that
can both rationalize and improve the existing
regime and drive the international community to
a level of nuclear material security that maximally
minimizes the risk of nuclear terrorism.
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